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In thisTe^ort, thi^ latest in a continuing series concerning 
I governmental secrecy, two writers provide ^letailed views. 
Part I, a generar view with speciHc; cases, was written by 
j WILLIAM FLORENCE^ former security classification 
I policy officer witli , the Department of the Air Force, pres- 
ently a tipnsultant on government security policies with 
I the Center fbr National Security Studies, Washington, D.C He 
also acts as a volunteer consultant to Sen. Muslde's Subcom- 
mittee on^ Intergovernmental Relations* and Rep. Bella 
Ab^ug's Subcommittee on Government Information and In- 
dividual Rights. Part II, which focuses on the Interagency 
Classification Review Committee, was written by RUTH 
MATTHEWS, ah M.A- candidate in the School of Journalistn.^ 

THE PRESIDENTIAL SECRECY SYSTEM^ 
; /VERSUS OURJRIGHT TO KNOW 

The purpose of this report is to describe a hea\v political 
restraint on communicatiori reg^rdipg the: affairs of our 
government. The restraint" prevents people from getting 
facts.which they must have to determine their own destinies. 
It affects the capability of media to inform citizens of what is 
going on in their.governmerit. - ' 

This restraint is the secrecy system currently 
promulgated in^ Executive Order 11652, subject; 
Classification and^ Declassification of Natibiial Security 
Information^ dated IVIarch 8, 1972. Under this presidential 
order, Executive branch people may classify official in- 
formation as Confidential, Secret, or Top Secret, and protect 
it from unauthorized disclosure hi the interest of national 
, defense or foreign relati<ms. Actually, those two interests 
were quickly obliterated in the order by being given the 
collective, catch-all, shorthand term **national security:" 
Thus; the (^rational requirement is that official .in- 
formation shaD be classified for secrecy if "its uiiauthorized 
disclosure could reasonably be expected to cause d^age to 
the national security-" 

Any government effort to protect information which really 
would damage or impair the capability of this nation^^ii? 
defend itself vyOuld be consonant with our Constitution, and 
with one^f thp basicpurposes of our existence as the United 
States. If Executive. Order 11652 were designed for and ' 
limited to that objective, it would! demand the support of aD 
citizens. 

' But the system establishe4 in the»order permits imposition 
of security classification controls on information for any 
purpose. Hundreds of thousands of individuals in at least 30 
Executive branch departments and* independent agencies 
can classify information in tremendous volumes for what 
they personally consider to be national security reasons. 
'Few of them understand,; or c^d possibly understand, the 
damage factor that is stated in the order as the basis for 
classification. . ' 
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The writer has observed that.the reasons most commonly 
used today for classifying inforiiiation are — ^ 

a. The information was flew to the classifier; 

b. Desire to keep it out of newspapers; * 
. c. Reluctance to "give it away"; 

d. *'i don't see foreign people giving us this kind 
of information"; ^ ^ 

e! "A foreign gbyermhent might not like my 
saying what its officials did"; 

f , "Disclosure might lead to examination of my 
program"; . 

g. Association of separabe non-classified items; 

^ h. Repeated use of bid information without trying . 
to declassify it; 
i. Personal prestige; and ' 
j. Habitual practice, including clerical routine.. 

A particularly strong reason why many individuals use the 
secmity classification system for information they want to. 
control is their belief that some federal law protects in- 
formation with a classification on it, and that anyone who 
discloses such information without their approval can be 
punished under the law. r 

That belief is based on the erroneous statement in 
Eiec^utive Order 11652 that wrongful disclosure of classified 
information **is recognized in the Pedergl Crimiflal Code as 
providing a basis for prosecutioni-'V But that threat V 
'deliberate misrepresentation of law. Thei^ is no st^tiite 
. providing any such sanction. In a letter to the wfriter l^ 
July, the Department of Defense steted that the threat"**ii5^ 
adinittedly an attention getting deviQe." /Vet niilUbns of. 
; people have been deceived about the threat and are con- 
" vinCfed.that it is valid. 

Incidentally/, the Department of Justice is trying now to 
have Cwigress enact a law that really would make it a crime 
for an individual to discflose classified information to a so- 
called unauthorized person. The proposal i§ section 1124 of 
Senate bill S-1, the bill which would revise the entire Federal 
Criminal Code. Section 1124 has been dubbed the/*offjcial 
secrets act." It would apply to journalists if they have 
knowledge of any classified information that was officially 
"i?. given to them. 

How did this presidential secrecy system come about? The 
guick answer is that we did^it to ourselves. Over 30 years 
ago, a contagion of World War II Army and Navy military 
secrecy practices was allowed to seep into almost every 
civilian agency of government. The practice spread 
throughout the land during those historic battles against^ 
alleged Comimunist agents during the Cold War years. 

In 1951, President Truman made the original Army and 
Navy security classification system directive, for the Jirst' 
time, upon the Entire Executive branch by promulgating 
Executive Order 10290. President Eisenhower replaced that 
order with Executive Order iOSOl, which was replaced with 
the current order in 197;2. / 
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•But there has been>o change in the l^c military system 
of permitting individuals, tg^lassify^^^ and tnartr 

documents as CogiidentigiT, or hifiljet^v afc to their 

dioic^. P^aps bvfer 20mflUbn docunf^ 
classification markings to k^e'p tfiepri secret from the public. 
. And there has^beenj no subst^ritiarniiahge ii^^the-utterJy^ 
....^realistic procedure fOr/ ^eqia^^^ Once a 

classificaUon is put 'dn a idpci^ 

provision for, timely ci^ncellatifari of that classification, the - 
document niiist b^kept and jiandedJh secrec^^ until some 
especiaUy/desighalfeii per^oh:^- ^ ' > 

yrr'\:J'/\ -^'-^^ ',''. / ' 

a. Can.beliiredpr 6Cherwise'made available, and 

b. Has tiriie enough to review the document for 
possible^eclassification, and >' ^ ^ 

• c? Msd'has corjimon sense enough, 
classification. ' ^ • / " '■ 

It is the' latter bureaucratic/ obsession with security 
classification secrecy! tha^/kefeps, security classification 
markings on about •bne '^l)iHlo^^ of this h'^tion's" 

historical records in the National 'Archives. ^ 

The widespread effectiOf tlfe^|^"r^^^ order fQr secrecy, / 
in the name of natiorial- security, is also reflected by t^ 
following facts: | V , .t " - , *^ 

a. Over 12,000 industrial and academic locatmn^ in the 
United States have a ^facility security clearancf^' granted 
by the Department of Defense - for access to information 
bearirjg security classification markings/ ; 

b. Perhaps as nianj^ as eight million peo^jle in goyemment, 
.industry, and academic institutions ar^ working with in- 
formation which has a classification marking of[Cpnfidential ' 

"or higher. ^ J - ^ , , ' ;/./' ■ 7/;'.' 

In addition to other ilk that result from the ^Pre side nt's 
secrecy systeni, hundreds of millioiiSdOf dollars are spent in 
an effort to apply -and' enforce rules for precluding 
unauthorized disclosure of inform^tioa bearing security " 
classification markings. The funds are^'expended on the basis 
of assigned ma rkings, regardless of \|vhether the information, • 
has already been disclosed. ' j; 

Why is the presidential secrecy system permitted to exist? 

The, majority of American people adopted the false 
philosophy of secrecy which was promoted after World War 
n. Tiiis stemmed from a fear complex, the fe^ of some 
danger that could not be niet by existing statutory or con- 
stitutional capabilities. A.secunty classification was exactly 
the right kind of label to designate information foFsecrecy so 
as to protect the **national security'* fr^m^any imaginable 
threat^ foreign or domestic. 

Concurrently, the security classification system, was 
equated with patriotism. People who supported security 
classification secrecy met the national security loyalty i^i^u 
Anyone \yho violated a security classif ication could be 
tranded a threat to n^fional security, and could be con- 
sidered disloyal. ^ 

This security' classification hoax has been accepted for 
years by people in all walks of life. Its .proportents include 
publishers, journalists and educators. Included also are a 
great many industrialists and others who profit from 
securilj^. classification secrecy. 

, It^d'uld be remembered that an individual who works 
under the security classification system's rules c^n use them 
for any secrecy purpose that seems advantageous. Some 
highly publicized abuses of go^^emmental power committed 
unjder cover of the executive order classification system, 
including the Cambcdia bombing and the Huston plan for 
• surveillance of citizens, have, been extremely serious for the . 



nation. In that context, all citizens have a problemi with th^7 
presidential secrecy system, if they want an open gbverh- • 
ment.V • ' ■. .■• \. ;.>/ .'j'[Z.j 

Here are three requests for access td some docilments that' , 
the Departments of Defense arrdState denied just a few days; 
. _.ago. ,They show the _day>tQ-Kiay ^use of thp rl^j^^ificatfop ^ 
, system.-; ' 7/ .'■./-.,• ^/ ' -S.':! 

On IVferch 2, 1975 I requested access to a dbcimient that 
— was-produced July 19^ 1974 by the 'Department of Defense 
Documentation Center in Alexandriai, Virginia::.'nieiiitle 1^ 
Technical Abstract Bulletin Indexes^ It contains brief norir 
classified abstracts of scientific and technical studies made 
. by Department of Defense contractors and other /sbiirces- 
The publication could be used by an individual to ord^f 
copies such technical reports as would be helpful in his^ 
own:: endeavors. ,' '"-- 'j-il,-^ /^^ 

The documentation center notified n>e;March piJil^lb that 
**ypur requesttt^irtspect this document is denietjl&cfa^^ is 
a Confidential docmlent.fjThe letter did expWirt^hoiw a 
document containing only^nQn^^lassified infomatioii^^ 
qualify for Confidential- classific^&nisecre^^^^ 
> pla nation is e|pected by those of us wh(pjhav(e obs^iVed suth 
absurd secrecy pcactices, in the name pf-natiori^r security, 
throughout the Department of X)^^siSQ.'y^%JojJ';;i.i /, 

Next is a case of a request dated Februaryi • 1976 lor 
access to the Background -l^aper on Vla(iis^(pbtok 
AgreementswMch theSecretary of State used^November^^^ 
1974 in giving briefings to a great many pepj^le abo^/the 
agreements. The Department of State ruled M^cH 5,yl^ 
that the document is not aVajlalile for ins^ecticin. Hie reason ^• 
given yas that some infoqijajtiOn is "classif ied on the grouiid 
that attribution of these liejf/iarks to thei^^ Secretary, of State 
could damage the natioriy security .'* There w^S/no am- 
plification or explanation whatsoever:' ' / 

The third case is a request of March 1, 1975 for access to 
four of the Vietnam Study documents kno.wn as the Pentagon 
Papers. They contain information about e;f forts that our 
government made up to 1967, through many other; govern- 
^ ments, to negotiate with North Vietnam on ending the war in 
Southeast Asia. 

Those four (documents had not been released to anyone by 
Dr. Ellsberg, but they were listed in the indictment against 
'him because he hhd reproduced them along with' other 
documents which he did release. All four were still marked 
TOP SECRET When the gavemnient introduced them into 
evidence during the Ellsberg-Riisso trial, January, 1973. 
There* they became pubUc .rfecords. Several months later, 
after tiie ^al had ended, the; judge penmitted the govern- . 
inent to remove the dociiinents from the court's public files. 

But On March 31, 1975, the request for access to the 
volumes was denied by the Department of State. The letter 
said^that material in them is classified because: 

al^It includes ixifprmation .furnished in confidence to 
United States officials by officials of other governments, and 

b. Some portions reveal United 'States Government 
communications describing actions and-or inactions of of- 
ficials of other governments who are currently in office, and 

c. Release-of the information would damage the ability of 
the Uhited States to conduct its'fbreign affairs. * 

Here a Department of State official ruled that some in- 
terchanges made in confidence with foreign officials many 
years ago, and some facts about foreign officials, shall keep 
the . American people from access to important historical 
information. Aside from the Federal District Court ruling in 
1973 that the documents were public records, the question 
arises: When did' the American peopleu authorize an 
Executive branch official to conmiit this nation to liffe-time 
secrecy orf the effort we made to extricate ourselves from 
Vietnam? It would seem that if some official acted outside 



law,fii a^^ that is tiis'problem, ix)'t^^ ' - - / ^ 

' ' The ^me principle should apply iji thejbase orman^ pleas 
made l^^^^ Agency fot secre^^ 

fipialsyof that agency Wjio have engaged m action^ that):f)e 

^!American people wouldTneve^^have condoned cry out that the 
irifonri^Jttpn miiS^^ work^Wijl/be 

....expbsedi--'- . . . ^jVi/A ■ /. "' ' '; l^'Ji'A-'' 
. Finally, the same principles did apply in^the cases of i^^il l 

. Krdgh, John .EhHi^h^ri; and others.who claiJtned .lliiat \tb^J 
trarisgre|ssions they the prd^idehtiar; 

^ep^cy systeni should have beeij kept secret to profefet the 

'*nationa 1 security . !BUl^'|he^ conviction iix court pr ovcs^tftat^ - i 
thjS; public^ right to kjipw can prevail Ciiid^f law', even if it 
has no chance.tihder:\E. 0. 11653. ^ v^. ' jfi , 

What^^^beiiig done to eradicate, this ^ the cultism 

of nati^^^e^urity secrecy? ' /• . i • n 

First, ^-tl^lPxecutive .branch, and ^he/industrialist sup-. 

* porters^of meihil i tary^ ^eciiri ty classif ica tion syst em, n\U3t 

ibe di^ounted,-as they sail fay or bureaucratie secrecy. ' 

/ second, Congress has belatedly, but resolutely, initiated 
action towacd security classification reform'.^ Congress took" 
big $tep in November, 1974, in moving' fb preempt th6: 
President's s el f -a ssurped free -wheeling 
authority, when the President's veto waT overridden and 

. section 552, title 5 of the United States Code Vas knend^ to 
permit a federal jydge to iiebide the vsilidity of a security 
classification on an official record if an individual's rfequest 
for access to it is denied. ■ ^; ' ^ / ' 
That section of law is kriowii as /the Freedom^of In- 
formation Act. But that is ^aUy £\ mi§homer.;The section is 
part of the *'h(ousekeeping" cdde 6n the aciininistration of 

. records. Section 552 exists to require each Executive branch 
agency to do four^things: 

a. Publish information in the Federal Register regarding 
its organization, functions, operational procedures, ayd its 
rules of general applicability, / 

b. Make available for public inspection an^ copying (1) 
manuals and instructions that affect'a member of the public, 
(2) final opinions made in adjudicating cases, and (3) all 
statements of policy and interpretations not published in the 
Federal Register, , 

c. Make available for public inspection and copying 
current indexes of matters referred to in a and^b above, and 

d. Make any other existing official record available to a 
person who requests access to it or a copy of it, unless the 
record is ej^empt from mandatory disclosure under tlfe la\v. 
(Note that official records properly classified under 
Executive Order ll$j5.2 constitute one of the nine (exemptions 
from mandatdry releaseO 

A more appropriate title might be *'The Availability of 
Records Act." No agency is required to disclose information, 
as*sucli, or to create a recordxontairiing information for a 
requesters Furthermore, an agency may charge a requester 
a Sizeable fee to search for a record and^ another fee to 
reproduce it if a copy is desired. h ■ ■ ^ 

'Although the amendment of the Fol Act to authorize 
judicial review of a classified document was truly a land- 
mark legislative action, Congress did nothing to eliminate 
unnecessary controls on information that agencies maintain 
under the presidential secrecy system. As the three 
examples of requests for access -to records show, the in- 
dividuals who denied them applied the same bureaucratic 
secrecy philosophy that has existed in the Executive branch 
for 30 years. 

Of course, a denial can be appealed to a higher-^evel 
authority in the agency. Arid it is true that if an appeal is 
denied, the requester can enter suit in federal court to 
compel the agency to make a record ai^ailable. The judge 
might even require the government to pay the requester's 
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. litigation costs. But that would, be only nne of niillions of 
/ records that agencies are keepir^ secret fronrthe public'. 

/On the'f9t|iert hand, Uie» ju^e iriigJit agree with the agency's 
' reasorrs f or not releasing the record. Arequester could waste 
great deal of time; and n>oney in getfing nothing. / ^ / 
; / hrthe fmal analysis^ Congress has not siet any limitation qh 
/plxecutive branch ^ecipecy^ Congress said in / 

T/a^ 'Act abipiit sec[irity classification secrecy .. 

' IS that a Federal judge can decide '^yhether the secui;ity /y 
;,icla$siiEica^pn^on a specif icj dpcumient meets, whatever 7 
secreby^crite^a the, t^^e^ in an executiv^'' 

^ t'fiereis^another major 

plan is to dry up f^se secrecy at the source by enacting a 
I security/ classification; ; / / / 

-It wbuld s^rn best; in niy view , for Congress t o enact the 
mp^ sjniplfe/^ practicable, in exer- 

cising its coii^ti,tu,ti(Jnai^ to provide /fcff the 

national defense. /Rie P act/3s bo;tH Chief 

Executive arid^ Gqmriiiander-in-Chief in implemeritihg the 
law. I suggest- ttet: ■ /./ 

, a. Congress specify a legal designation for official 
government iiifdrmation, the uoauthorized disclosure of 
whicli could, reasonaoly be expected to cause damage to the 

• / national defense. The designation could be VDefoiSeiData.'"'' . 
.Th^t would compare in principle with the single designation, 
"Restricted Data," that is specified arid defined in the 

, Atomu; Energy Act. As in the case pf Atomic Energy ' 
**Restricted Data," Congress would permit the President to 
set' rules for different indicators or markings on "Defense 
Data" according to the degree of protection required. 

b. Caigress could define the damage that would be ex- 
pected to result . from an unauthorized disclosiire which 
should be avoided. This could be far mwe successful than 
trying to definfe information to be protected. In defining 
"damage," Congress coiild limit use of the specified secrecy 
designation, "DEFENSE DATA," to the following: 

-(1) Disruption'of foreign relations affecting the 
defense of the United States. 

( 2) Conipromise of a current operational plan or 
contingenp^ plan for the defuse of the United 
States against attack, including the intelligence 
estimate. 

(3) Compromise, oi current intelligence 
operation important to4he defense of the United .• 

■ ,:iStateS;.i^' \ ' 

(4) Comprorrtise of an official cryptologic system 
important to the defense of the United States. 

(5) Disclosure of officiaiinformation regarding a 
technological development of the government that 
is primarily useful for military purposes, which 
disclosure itself would eliminate a known 
technological advantage of the United States im- 

. . portant to the national defense. , 

(6) Disclosure of official information which 
would make a current weapon system or a mili- 
tary operation vulnerable to successful hostile at- 
tack or other successful countermeasures. * 

c. Congress would set the basis for the President and 
heads of specified agencies to designate, information as 
''Defense Data" for. protection in the interest of national 
defense. 

d. The law itself could automatically declassify in- 
formation after a brief period o{ time, possibly after three 
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years/ i declassification is not accomplished beforehand by 
the E3^^tive branch. But agency heads would be 
authorized to defer automatic declassification on limited 
types of information under a requirement that Congr6ss;be 
notified or a deforal that, would keep an iterfi in secrecy for 
mOTC than some period such as five years. 

e; The Comptroller General of the United States could be 
designated; and be given the necessary resources, to 
monitor actions taken by agencies to implement and adfiere 
to policies established by Corfgress. This would be on the 
same basis that the Comptroller General monitors other 
actions of executive agencies. 

That type of legislation would define and limit drastically 
the authority of the Executive branch to try to keep official 
information secret in- the name of national defense. The 
criminal code would continue as the basis for criminalizing 
such discloisures of national defense information as Congress 
chooses to make unlawful. . 

Botft Senator Muskfe (D-Me.), Chairman of the Senate 
Subcommittee on Intergovernmental Relations, and 
Representative Abzug (D-N.^Y.), Chairwoman of the House 
Suticommittee on Government Information and Individual 
Rights, plan to hold hearings on proposals for security 
classification reform in. 1975. I know that they \vould 
welcome advice and support from every person who is in- 
terested in being informed what is going on in the Federal 
Executive branch. 



THE INTERAGENCY CLASSIFICATION 
REVIEW COMMITTEE 

The many abuses of the security system can no • 
longer tolerated. Fundamental to our way of life 
is the hieQief that when information which properly 
belongs to the public is systematically withheld by 
those in power, the people soon become ignorant of 
their own affairs, distrustful of those who manage 
them, and eventually incapable of determining 
their own destinies. 

This statement by President Richard M., Nixon on the 
introduction of Executive Order 11652 went far toward 
paraphrasing the words of James Madison: **A popular 
Government without popular informat"n)n or the means of 
acquiring it is but .a prologue to a farce, a tragedy, or 
perhaps both,*' 

Nixon, however, added an extra, ambivalent fillip. 

Yet, since the early days of the Republic, 
Americans haVe al^o recognized that the Federal 
Government is obliged to protect certain in- 
.formation which migh^^therwise jeopardize the 
seourity of the country. That need has become 
particdarly acute in recent years ... as world 
peace has come to depend in large part on how that 
position is safeguarded ,., in an era of delicate 
negotiations in which It will be especially important 
that govecjiments , be able to cooimunicate in 
confidence. . 

Clearly, the two principles of an informed public 
and of confidentiality, within the Government are 

I irreconcilable in their purest forms, and a balance 

' must be struck t>etwe^.n them. 



On Jan. 15, 1971, National ^ecurity Study Memorandum, 
lis outlined a review to be made for possible changes in E.G. 
.1050}, which dealt with classification matters. The outline 
wasf classified "secret** although it contained no information 
relating to foreign policy or national defense. 
• John Ehrlichman was responsible for the study and named 
.„..William Rehnqu^t to head it. Members of the committee 
were representatives ofthe Central Intelligence Agency, the 
National Security Council (NSC), * the Atomic Energy 
Comnlission and the Departments of State and Defense >^ 
the big classifiers. David Young did much of the work on the 
final version of EG. 11652, the revision- of 10501 that was 
announced l?y Nixon on March 8, 1972, effective June 1. 
Young later bec^ame direcfc^ of the Interagency 
Classification Review Committee (ICRC) established by the 
directiv<& and charged with helping the NSG to monitor the 
classification sysleni. ' \ 

On July 15 or 16, 1971, Ehrlichman informed Egil Krogh 
that Nixon wanted the **entire'resources of the ^xekiUtive 
branch" brought tb. bear on an "urgent assignment iit 
response, to the unautbor&ed disclosure of the ^ Pen ^g on 
Papers." ' Ehrlichman assigned David Young to iCrogh's 
unit, later called. the Plumbers. ' , 

? Mr. Ehrlichman instrucjted me that the activities 
'of the unit, were to be impressed with the highest 
classification and kept secret even within the White 
House staff. Mr. Young and I received the.rnost 
"sensitive security clearances .... 

; He (Nixon) discussed the creation of a new 
security classification which would condition ac- 
cessto national security information upon advahc^ 
agreement to submit to polygraphing.^ 

In the three years since 11652 knd the accompanying NSC 
Directive of May 17, 1972, "Governing the Classification, 
Declassification, DowngradiiTg an(;^Safeguarding of 
^National Security Information," the cast of characters has 
changed. David Young has left the ICRC and the White 
House, as have Ehrlichman and Nixon. ICRC Chairman 
John Eisenhower resigned. Congressman William Moorhead 
(D-Pa.), who fought for amehdipents to the Freedom of 
Information Act and for statutory classification reform has 
gone to another subcommittee chairmanship. Staff director 
William Phillips, involved for 20 years, in classification 
reform, has left his position on the House Government 
OperatiOtihs Subcommittee. 

In their places arelNIational Archivist John Rhoads, acting 
chairman of the ICRd; William L. Brown, ICRC executive 
director; Rep. Bella Abzug (D-N.Y.), chairperson of the 
Subcommittee on Governn:ieht Information and Individual 
Rights. By April, 1975, Phillips* had not been Replaced. The 
WMte House is no longer involved in revamping the 
classificaQpn syistem; initiative has passed to the Congress 
— particularly tip Rep. Abzug in the Hoifse and Sen. Muskie 
( D-Me.) in th^ Senate. Brown said Rhoads may soon resign 
the chairmanship of ICRC; the White Hoi^e is looking for a 
suitable replacement. The cast changes; the issue remains. 
^" The operation and criticisms of EG.* 11652 have been 
discaissed in Fol Report No. 332.^ 

In the present report the focus is on the ICRC." 

History 

The military "services teye always had classification 
systems to protect information regarding weapons 
development, troopr. placement and movements and other 
military defense information. 

At the commencement of the Cold War, President Truman 



found, it necessary to protect the confidentiality of other , 
types of information. A study group recommended the ap- 
plication of the military inforniation classification system to. 
all Exejcutive b.ranth information deemed' sensitive to' the 
national security, E.O. 10290 was issued, directiiig the^ 

^ establishrifent of the system, extending classification 
authority .^o nonmilitary agencies with a Tole in national 
security. niStters. Any agency could classify _jnforrnati6n. . , 

• Institutional executive secrecy was born, independent of any . 
statutory basis. The rationale for the order was thought to be 
the President's constitutional duty^ to protect the national 
interest and, also, the implied pov^ers. clause. 

Limitations on the order were recognized in . Uie, House ' 
Government Operations Committee; ^'foremost among 
these is the well settled rule that an executive order or any - 

^ other Exeouti^^e action, whether by formal order or , by^ 
regulation, cannot contravene an act of Congress which is- 

. constitutional/':-^ 
. The executive order, concluded Harold. Relyea, analyst for 

the Congressional Record -Service of the Library, of 
^ Congress, could be . grounds for disniissal or removal from 
one's job, but violation of such an order was not a legal of- I 
. fense. Prosecution for mishandling classified information 
could be made only under the espionage pro^dsions. in U.S. / 
Code, Title ISand theAtpmic Energy Act of 1954. No statutes ^ 
have any specific provisions sanctioning broad classification 
powers as a legal, executive tool ^ ' 

At > the height the McCarthy era, in 1953, President 
Eisenhower revamped the executive secrecy system 
somewhat with E.O. 10501. If decreased the number of 
executive agencies permitted to classify, documents- by " 
eliminating those agencies with no direct responsibility for 
national defense from coverage by the order. With soirie 
amendments, little if any Cc^ngressional challenge or protest, 
and no 'public recourse for Information withheld, E.O. 10501 
prevailed to protect the interests of national defense until 
1972. ' ^ . ■ 

E.O. 11652 ' . 



The'public had been educated by the mass media about 
government secrecy because of the Pentagon Papers case.. It 
was not inclined to be sympathetic io any further secrecy 
attempts, but an executive order cjoes not require popular 
approval — or any approval. In order to protect interests of 
national defense or foreign relations? E.OM1652 was written 
in the tense atmosphere surrounding the Pentagon Papers 
release. " . ^ 

The order; claims -to derive its operational basis- for , 
classification from the Freedom of Information-Act of 1966, 
which exempts fi»ni mandatory disclosure material 
''specifically authorized" under criteria established by an 
Executive order to be kept secret in the interest of national 
defense of foreign^ policy and are in fact properly classified 
pursuant to Such an Executive order." * 

The'NSC is charged by the (S^er with protecting all such 
classified information. The ICRC was created t)y the order to 
monitor the operations of the close to 40^ executive agencies 
vyith classification authority to insure they are following the 
instructions of the order. 

At least three major problems are created by the order: 1. 
It calls for classification of material ^relatag to national 
security and foreign relations, language thfrconflicts with 
^the Fol Act ~ which talks about national defense and foreign 
. policy. 2. Does the. Executive or the Congress have the 
constitutional right to determine what information shall be 
classified and how to operate a classification system and 
administer it? 3. Procedurally, ohow can the ICRC satis- 
factorily perform its monitoring function? ' 

Much controversy exists between th&\ Executive and 
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I>egislative branches of government over tht^pse issues. The 
classification system now in.operation withholds masses of 
information from the^public and other branches ofgovomr 
ment.with no conciiirence for such withholding from- the 
representatives of the people^ Most critics of the present. 

^syst^iagi^ee'that some infoi^ must b'e withheld from, 
public disclosunB because it bears on national defense. But 
massive amounts of information' are systematically 
withheld at the-officials' personal discretion and judgment of . 
the sensitivity of such information, often according^to: 
guidelines issued by his agency. (Agencies issue policy 
guides to cover" their, basic classification policy, program 
guides on implementirig policy in entire programs and local 
guides to cover. detailed operations within programs.)^ 

Never has a statement defined the national defense, the 
national ^security or foreign relations. Never has the 
Executive .t)ranch been given the authority, either by the 
Constitution or Congress, to decide such matters. The 
system, th^, its fonn and operation, is the most b^ic point 

' of contention in the battle ^over^ classification authority. 

the ICRC ^ 



The ICRC is fcomposed of one representative each from the 
Dep^artrnents of State; Defense and Justice, the'CIA, the 
NSC, the* National Archived and a chairman appointed by the 
President. All tfiese. representatives are from the biggest ■ 
classifying agenciefs; there is no member who does not have 
a vested interest in the. classification authority and the 
protiection of inf oirnation it generates or receives. The ICRC 
is allowed to have such an'unbalanced membership because 
it is a conamittee of an agency, not an advisory conamittee, 
although it does perform some advisory functions. (Under 
the Federal Advisory Committee J Act, the memher ship 
would be required to be balanced, between those with 
classification authority and those without.) / ^ 

The ICRC is required to meet no less than mpnthly on a ' 
regular basis; Brown says they usually meet once a month. 
The subject of the meetings is policy; if there i3a^ appeal " 
before the committee, the sippeal is decided: pnly four 
classification decisions by the ag encies h&ve be^ri appealed i 
to the ICRC this year. Brown said this is proof the system is 
Working. But it may be proof, the system js not working, 
either because few persons are awarerof ICRC existence ( the 
japxecutiva position) or because the system is inherency 
^unworkable (the congressional opinion). 

Policy matters discussed revolve about how to make the 
ICJRC work better to fulfill the executive order directives. 
Whatis the policy? In an interview, Brown said, *^The policy 
is the overall implementation of the order and how the order - 
should be implemented.'' Did that mean future arelis of 
improvement, a general goal the ICRC is moving toward or a 
long-term goal? The only goal, he answered, is full im- 
^ plementation of.the executive order. Can an example be 
found as to what policy measures are discussed at the 
meetings? No, Brown giyes h^s reports to the ICRC orally 
and says he usually does not^ even write or keep notes^fdr • 
hirrese'lf on his report so he couldn't think of an example 
offhand.^ . i/' 

So the ICRC meets, usually fbr a full day, usually once ^ 
-monthly, in the Roosevelt Room at the White House to 
discuss the few appeals made to the ICRC and policy matters 
as defined in the* order. 

The order directs the-IC^^ to,p^f or m three functions : 

1. to oversee a^^cies to make sure they comply 
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with.the provisions of the order and implement the * ^ 
direcUves the President issues through the NSC. " 

2. to receive, considen and act on suggestu)ns"and- ' 
complaints regarding the administration of the 
order, and to consult with the affected agencies' to 
make sure appropriate action is taken on tfie ; 
complaints, and ■ — - 

3. to receive from the agencies any material ' 
needed to carry out its functions. . , ■ 

The . executive order provides the means whereby the 
ICRC can oversee the departments' compliance. Each 
department is charged with getting ICRC approval of its * 
regulations on cla^ssification under E.G. 11652, assigning a'" 
senior istaff member to ensure' compliance and im:-. 
Iplementatibn, to chair a department to act on suggestipns 
..^d complaints to the agency, and to educate employees 
concerned with handling classified material- about the 
provisions' of the order.^Such education includes reminding 
emiflbyees "of the provisions of the criminal code.^nd other 
applicable irovisiohs of law relating to penalties for 
miauthorized disclosilre" although no such laws exist except 
AEC regulations and some parts of the espiona^ law. 

JGRC Performance 

The ICRC's ability to monitor the massive classification 
system has adniittedly been nominal, The staff of the 
ICRC, until'October, 1974» consisted entirely of Brown and 
his secretary. The staff of the National Archives and other 
agencies are drawn on for support. Phillips said that teams 
of /reservists ^nd suimniers declassifying documents. 

in October, 1974, Brown was given a program assistant 
- who helps in preparing charts ^graphs and other items. Eight 
staff niemb^rs have been approved by the Office of 
Management and Budget and will be hired unmediately if 
Congress approves-them in the budget. Rhoads is acting ' 
chairman, and like the otl^er comnuttee members, takes an - 
active I'ole in ICRC affairs only at the monthly meetings. Ail 
the members are full-time employees of the agencies they 
represent with other , full-time duties. 

The.workload in monitoring between 37 and 40 agencies is' 
tremendous for Brown,1iis ^assistant and his secretary. The ' 
system of monitoring that has evolved is confined to 
reviewing quarterly statistical reports filed by the agencies^ 
with closer inspection of a few of t^e.big agencies that Brown 
has decided bear closer watching than the othiers; he 
aeclined to name them. " ; . 

Brown/a fonner lawyer for the AEC, reviews, statistical ^ 
report^ in five areas: 
4. --Report^o^Authorized Classifiers.'; Authorized classi- 
fiers arcylisted here by name and title or by title and or- 
ganization, with the total for each agency, Rhoads said -an 
effor^: is made to- tightly control the number of classifiers 
with'' the hope that the total nuniber of classified docu- 
ments will decrease yearly and the quality of classification 
decisitjns will improve." 

2. The "Report of Classification Abuses" filed by each 
Tclassification agency (lotes cases of under- or over- 
classification, Ainnecessary classification, improper ' 
marking or improper exemption from' the General 
Declassification ^chedyle; in other words' all the cases of 
classification abuse' discovered by an agency's inspection 
program. 

ICRC views the abuse report as ^a measure of the ef- 
fectiveness of the classification education pr6gram within an 



agency. If a^ specif id type 
within an" agepcy a 
afystem, the agency' 

. expected to correct 
suggests ways to inip ^ 

. day-long training, progra 



appears or a department 
to be repeatedly abusing the 
lartmental Review Committee is, 
le situation. Beyond that, ICRC 
rjartters, ICRC also has its own 
but it ha^ no power to- correct 
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any abuse. Repeated abuses by an individual may cause that 
^ person to be reprimanded by his agency, but '^repeated'' is a 
matter^gf judgnientf.Brown can ask an agency to correct 
_Labuses^d didso four^r-fivetimes in f ebruary, 1975, more 

-,-tJhan an ayerage-month because he had finished e;xamininjjj?' 
' ^ the December, 1974, quarterly reports; , 

The Fol Act has made sonie attempt to remedy this hole in 
, the executive order, by subjecting personnel who **ar- 
i ; bitrarily or capriciously" withold information to 
disciplinary action by the Civil Service Commission, in- 
;cluding up to 60 days* suspensiorf 6f pay. Such discipline is* , 
not mandatory; nor is ■*repeated abuse" defined. 

3. The tMrxir-report is "Report of Unauthorized 
Disclosures," detailing the communication or transfer of 
classification to **unauthoi;ized" persons. The reports listed 
only 10 such leaks in. 1973, all to the press. 0 

A prgblem hei*e is that *^documents" are defindx by the 
order and it is documents the order seeks to prfitect, not 
inforrnation. In other words, the physical transfer of a piece 
' of .paper with 4 classification marking on .it to a person 
without the proper security clearance and without need for 
the infpnhation is prohibited but verbal transfer- is not. In 
this way. Secy, of State Kissinger^ for insbng&, ha^ been 
able to read such docufnents tolhe press, transferring the 
information but keeping the document in his own possession. 

4. ''Mandatory Declassification Review Requests" logs * 
the number of declassification requests made under section 

5 of the 7 order. Section 5 schedules automatic 
declassification, so all-documents are declassified in from 
six to 10 years after the date of origifi unless marked 
otherwise; The. title **mandat(Ky^|feviewV is somewhat 
misleading since a.document with classification protection 
of longer than 10 years is reviewed omy when a request is 
made for the information, Jf a dociiment is less than 10 years 
.'^old and the originating agency* no,obje|ction, the ICRC 
has aUthoritj^ to review its classiMcation,- 

5. The last report from the agencies studied'by Br4)wn is 
the "Quarterly Summary Rep^" — a statistical summary 

. of documents classified by ami 'agency, in Uie quartet ac- 
^ cording to tbe^lev^l of clas^cation and the declassification 
schiedule. Some agencies are allowed to make'their report on . 
the basis of 3 sample rather than* an actual/ count of 
classified documents. 

Docunients need, not- follpw the 6-d-lO^year automatic 
declassificatiipn sch^to detailed by^the order?; they may be 
marked ifor' advance declassification or delayed 
declassification, by stair^ing the declassification date on the 
document at the . time it^ originated. The AEC, in 'a public • 
relations__paniphlet ^'Understanding Qassification," says, 
**The m(H^ time we cajfl buy the better.". 

Phillips, while employed* in Mobrhead's office, said that 
the ICRC is useful in thaVit does (Compile statistics and 
enable-a measufe of the amount of classified information 
that is being produced yearly. 

The questibns^remain: — how acciirate are the reports, 
and how thoroughly are they^monitored? Brown and his tiny 
staff findit physically impossible to go into an agency to 
check abuses of the reporting ^stem. Statistical juggling by 
an agency could escape an unffained reviewer. Abuses have 
been ^ound that Brown has told the agencies; to correct and 
he sayis such admonitions are sufficient. Agencies are aware 
that Congress is watching them in the House and'Senate 
oversight,hearings, he says, and that, too, serves to keep 
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agencies honest even in the absence of any regular overseer 

\,or threat of punitive ^actionr . 

■■ iCRC also operates\S small orientation and training 
prograni for classifiers to supplement the agency programs. 
The moist recent was a oneHday symposium in April, 1974, in 
which eivery classifying agency participated. ICRC 
publishes a pamphlet entitled **Know Your Rights to Man- 
datory Review of Classified Documents/'- The pamphlet 
suggests the ^v* requests should bfex made for* specific 
documents rather than all documents on a given topic," 

The ACLU, FoI Clearinghouse and the Center for National 
Securities Studies JJ^o suggest requesting documents in, the 
most^specifio terms possible to prevent bureaucratic delays. 
But they also suggest asking- for any other documents 
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relating to the subject in order to prevent an ^g^cy from 
releasing cHily the documents one knows were ayaifet^e and^:^ 
not other relevant docunients. ICRC asks that agehejes 
enclose its pamphlet whenever a request for decla^ificatiohv^ 
is denied so the requester will know how to appeal a decision. 

The figures, as they are presept^by the ICRC, give the- . 
appearance Uiat the committee is functioning exactly as 
Intended; that is, classification isMecreasing as a result of 
its efforts. But such is definitely not the case, as the ac- , 
companying material by William Florence attests. 
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